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1. O01ue MoI0KEeHUSA

Hacrosmas [lonutuka mHbopmanuonHoi Oe3onacHoctu (naiee — llomuTuka)
ompenenser co0ol oQuUIMATbHO MPUHATYIO CHUCTEMY B3TJIAJIOB Ha MNpodiieMy
obecrieueHusi 0O€30MacHOCTU HHQPOpPMAIIUM B  aBTOMATHU3UPOBAHHBIX CHUCTEMax
U TMPEJCTaBIsICT COOOM CHCTEMATU3UPOBAHHOE W3JIOKEHUE IIeJIel U 3ajad, a TakkKe
OpraHU3aIMOHHBIX, TEXHOJOTMYECKUX U TPOLEAYPHBIX AaCHEKTOB OOECIeUeHUs
6e3omacHoCTH UH(POpMALIUK 00BEKTOB MH(OPMAIIMOHHON HH(PPACTPYKTYphI 00IIECTBA
C OIPaHUYCHHOM OTBETCTBEHHOCTHIO « AHATICKOE B3MOphe» (Hanee — OpraHu3arius).

Hacrosmas [lonutuka paspaboTaHa ¢ yderoM TpeOOBaHUI EHCTBYIOIIETO
3akoHoaTenbcTBa Poccuiickoit denepannut U OMDKAWIIUX TEPCIEKTUB Pa3BUTHS
00beKTOB  MH(POpMAIIMOHHON  WH(DPACTPYKTYpPHI, C  Y4YETOM  XapaKTEPUCTUK
Y BO3MOKHOCTEHN MPUMEHEHUSI COBPEMEHHBIX OPraHU3AIMOHHO-TEXHUUYECKUX METOHAOB
U CPEICTB 3aluThl HWH(POpMAIMKM Ha OCHOBE aHaldu3a yrpo3 0e30MacHOCTU
U1t nH(opMaMoHHON UHPPACTPYKTypbl OpraHu3aiuu.

[IpaBoBoi1 ocHOBOM A popmupoBanus HacTosuen [lonutuku sBAsSIOTCS !

— Koncturynusa Pocculickoit @enepanuu;

— I'paxxnaHCKkuii 1 YTOJOBHBIN KOJIEKCHI,

— Kopgekc 00 aqMUHUCTPATUBHBIX MTPABOHAPYIICHUSAX;

— 3aKOHbI, YKa3bl, IOCTAHOBJICHUS W JAPYrU€ HOPMATUBHBIC JOKYMEHTHI
JIEHCTBYIOIIETO 3aKOHOAaTeNbcTBa Poccuiickoit denepanuu B 06acTy uHGOpMaIINH,
uHbopMaTU3aIUu U HHHOPMAIIMOHHBIX TEXHOJIOTHIA;

— HOPMaTUBHBIE U PEMVIAMEHTUPYIOLIME JOKYMEHThI FOCY/IapCTBEHHBIX OPraHOB
Poccuiickoit deneparuun (OCTOK, ®Ch, PockomHan3op u ap.) B 0071aCTH 3alIUTHI
uH(dOopMaIny;

—  BHYTPEHHHE  OPraHM3allMOHHO-PACIOPSAIUTEIbHBIE W HOPMAaTHUBHO-
METOANYECKUE TOKYMEHTbI OpraHu3anuu.

OCHOBHOM 11€J1bI0, HA KOTOPYIO HAaMpaBJEHbI MOJ0KEHUs HacTosIiel [Toautuku,
ABJISIETCS 3almTa UH(OPMAITMOHHBIX aKTUBOB Opranuzanuu
OT BO3MOXHOTO HAHECEHUS MaTepHUAILHOTO yiiepOa, BO3HHUKHOBEHHUS MPH ITOM
PEIyTallMOHHBIX PUCKOB U MOTEPb, NOCPEACTBOM CIYYAWHOTO WA MPEIHAMEPEHHOTO
BO3/IEHCTBUSI Ha WHGOPMAIHIO, €€ HOCHTENH, MPOIECChl 00pabOTKM W Tepeaayu,
a TaK)Ke MUHUMU3AINS PUCKOB HH(POPMAIIMOHHON 0€301MacHOCTH.
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[Tonoxxenust u TpedoBanus [lonuTrkU pacpoCTpaHSIIOTCS HA BCE CTPYKTYpPHbIC
MOApPAa3JeICHUsI, B KOTOPBIX OCYIIECTBISETCS aBTOMATU3UPOBaHHAsS M CMEIIaHHAas
o0paboTka nHhopMaIuu, coaepKalleit CBeeHUs, COCTABIAIONINE KOH(DUACHIIUATBHY IO
uH(opMaIuo TN NepCOHAIbHBIC JIaHHBIE, a TaKXKe
Ha noApa3aeacHusl, OCYIIECTBIISAIOIINE COTIPOBOXKJICHUE, o0cITy>KuBaHHE
n obecreuyeHrue HOPMAIBHOTO (YHKIIMOHUPOBAHUS ABTOMATHU3WPOBAHHBIX CHUCTEM.
OcHoBHble TONIOKeHMsST  [lomuTHKM  MOTYT  OBITh  PacHpPOCTPAHEHBI  TaKXKe
Ha TMOJpa3lelieHus] JAPYruX OpraHu3alluii ¥  YUPEXKICHHUM, OCYIIECTBIISIIONINE
B3aWMOJICHICTBHE B Ka4yeCTBE IOCTABIIMKOB M (WJIM) MOTpeOuTeneld WHPOpMAuu
aBTOMATU3UPOBAHHBIX cucTeM OpraHu3alui.

[Tonutuka ABISIETCS METOAOJOTHMYECKOW OCHOBOM it  (hOpMHUpPOBAHUS
U TIPOBEJCHUS MEPONpUSATUN B oO0jacTu obecrmedeHus: Oe3omacHoCcTH HHGOpMAIUU
00beKTOB ~ MH(MOPMAIIMOHHOW  WH(PPACTPYKTYphI, TMPUHSITUS  COTJIACOBAHHBIX
yOpaBICHYECKUX pEHIeHU | Ppa3pabOTKHW MPaKTUYECKUX MeEp, HaMpaBICHHBIX
Ha obecrnieyeHue WHOOPMAIIMOHHONW O€30MacHOCTH, KOOPIMHAIIMU JCSATEIbHOCTH
CTPYKTYPHBIX TojapazzencHuit OpraHu3aluv NIpH MPOBEJACHUU padoT MO CO3JaHUIO,
Pa3BUTHIO M DKCILTyaTallid OO0BEKTOB MH(POPMAITMOHHON HHAPACTPYKTYPHI.

[TonmuTka HE periaMeHTUPYET BOIPOCHI OPTraHHU3alMK OXPaHbl TOMEIICHUN
u obOecrieyeHUs] COXPAHHOCTU U  (PUBMYUECKOM  IIEJIOCTHOCTH  KOMIIOHEHTOB
uH()OPMAIIMOHHOW HMHQPACTPYKTYpHI, 3aIIUTHl OT CTUXUUHBIX OCACTBUN, U COOEB
B CHCTEME DJHEProCHaOXEHMs, OJIHAKO TPEANnojaraeT IOCTPOCHHE CHUCTEMBI
uHOOpPMAIIMOHHOW  OE€30MacHOCTH Ha TeX JK€  KOHIIENTyaJbHBIX  OCHOBAaX,
4TO U cucTeMa Oe3ornacHocT OpraHu3anuy B 1EJI0M.

Peanuzanys NOMUTUKKA 0OOECIIEYMBACTCS COOTBETCTBYIOIIUMHU TOJIOKCHUSMH,
MOPSIIKAMHA, HMHCTPYKIMSAMU, METOJUYECKHUMHU YKa3aHUSMH M CHCTEMOM OILICHKHU
nH()OPMAIIMOHHOW O0€30MacCHOCTH, pa3pabdOTaHHBIMH W BBEJICHHBIMH B JICHCTBUE
B Opra"uzaiuu.

Hacrosimass IlonuTuka sBISETCS JIOKAJIBHBIM HOPMATHUBHBIM JTIOKYMEHTOM
IIOCTOSIHHOT'O JICHCTBHS.

Hacrosmasa Ilonuthka yTBepKmaeTcsi U BBOIUTCA B ACUCTBHUE, W3MEHACTCA
WJIM TIpU3HaeTcs yrpaTusiien cuity pemienueM Jupektopa OOO «AHACKoe B3MOPbE,
0(OPMIICHHBIM TIPHKA30M.
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1.1. OO6o3HauyeHMs U COKpAIlEHMUS.
APM ABTOMaTHU3MPOBAHHOE pabouee MeCTO
AC ABTOMAaTHU3UPOBAHHAS CUCTEMA
I'nC I'o6asibHast ”HPOpPMaLIMOHHAS CETh
b Nudopmanmonnas 6€301MacHOCTh
np NudopmanmorHsiil pecypc
ncC Nudopmanmonnas cucrema
NCTIIn | UudopmarimonHas cucTemMa MmepcoHaIbHbIX JTaHHBIX
UT NudopManimonHbie TEXHOIOTUH
NTKC | MadopManinoHHO-TEIEKOMMYHUKAIITMOHHAS CETh
JIBC JlokasibHasl BBIYMCIUTEIBHAS CETh
HC/I HecankimonnpoBaHHbIN 10CTYT
I[1In IlepcoHasibHbIC TaHHBIC
110 [IporpammHuoe obecnieyeHne
CAB3 | CpenctBo aHTUBHPYCHOM 3aIlIUTHI
CHb Cucrema nHGOpMaITMOHHONW 0€30MTaCHOCTH
CK3U1 | CpenctBo kpuntorpadudecKoi 3aiuThl HHPOpMaIUn
CYBJl | Cuctema ympaBieHusi 6a3aMu JTaHHBIX
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1.2. TepmuHbI 1 onpeaeeHus.

ABTOMATH3MPOBAHHAN CHUCTEMA - CHUCTEMa, COCTOSIIAs KOMILJIEKCAa CPEICTB
aBTOMAaTH3allUd €€ JEeATEeIIbHOCTH W TIepCOoHaia, peanusyromas HWHGOPMAIMOHHYIO
TEXHOJIOTHIO BBIMTOJHEHUS YCTAHOBJICHHBIX (DYHKITHMA.

AJIMUHHCTPATOP HHMOPMAIMOHHONW O0e30macHOCTH — pabOTHUK OTAENA
WH(POPMAIIMOHHON 0€30IaCHOCTH JemapTaMeHTa HH(OPMAIIMOHHBIX TEXHOJOTHH,
OCYIIECTBIIIONIANA  KOHTPOJIb 32  oOOecredeHWeM  3aluThl  HHGOpPMaAIUU
B UH()OPMAIIMOHHBIX CHUCTEMaX, a TaKke BBITTOJTHSAIOLIAN paboty
10 BBISBJICHUIO W MPEAYyNPEKICHUI0 BO3MOXKHBIX KaHAJIOB YTE€YKH HH(GOPMAIIUH,
MOTEHITMATBHBIX BO3MOXKHOCTeH ocymecTBienus HC/ k 3antumnaemoii nHGopMarmm.

ABTOMATH3MPOBaHHOe padoyee MecTO - 3TO pabodyee MECTO CIEIUATUCTA,
OCHAIIEHHOE  NEPCOHAIBHBIM  KOMIIBIOTEPOM, MPOrPaMMHBIM  OOECIeYEeHUEM
U COBOKYNMHOCTHIO  HMH(POPMAIMOHHBIX  PECYpPCOB  HUHIWBUIYAIBHOTO  WJIU
KOJUIGKTUBHOTO TOJIb30BaHUS, KOTOPBIE MO3BOJISIIOT €My BECTH 00pabOOTKYy JaHHBIX C
1EIbI0 TONMydeHus WHMOpMaIuu, 00eCleunBaOIIe MOAIECPKKY MPUHUMAEMBIX UM
PEIICHH MPY BBIOIHEHUN TPO(ECCUOHATBHBIX (DYHKITHH.

I'nodanbHasts ”HPOPMALMOHHAS CeTh — TEJIEKOMMYHHUKAIIMOHHAS CE€Th, KOTOPas
pacnpocTpaHsieTcs: Ha O0JbIIYI0 reorpaduuecKyro TEPPUTOPHIO.

JoctynHocTh MHGOPMALMOHHBIX AKTHBOB - CBOMCTBO HH(POPMAIMOHHOMN
0€30MacHOCTH, COCTOSAIIEE B TOM, YTO MH(POPMAIMOHHBIE AKTHBBI MPEIOCTABISIOTCS
aBTOPU30BAHHOMY I0OJIb30BAaTENI0, B TOM BHJIE€ U B TOM MECT€, KOTOPbIE HEOOXOAUMBI
MOJIb30BATEIIO0, U B TO BPEMSsI, KOTJ]Ja OHU €My HEOOXOAUMBI.
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3amumiaemasi uHpopManus — KOHPUACHITHATHHAS HHHOPMAITHS, SIBISIOMIASCS
NpeaMeTOM  COOCTBEHHOCTHM U TOMAJIeXKalas  3allluTe B COOTBETCTBUU
C TpeOOBaHUSMHU TPABOBBIX JIOKYMEHTOB WJIM TpeOOBaHUSAM, YCTaHOBJICHHBIM
COOCTBEHHUKOM MH(pOpPMALIUH.

Nudopmanmonnble aKTHBBI —  pa3IuyHble  BUABI  WHGOpMAIIHH,
HUpKyJIupytomeid B HHPopMalMoHHOW cucteme OpraHuzaluu Ha BCeX JTamax
KU3HEHHOTO IMKJIa (Co3JaHue, XpaHeHue, 0o0paldoTka, mepeaadya, YHHUUTOXKEHUE),
Haxonsmuecss B pacnopsbkeHur OpraHu3alid W MPEJCTABISIIONIME I[EHHOCTD
st OpraHu3aiuy B MHTEpecax JOCTHKEHUS LeNel eITeIbHOCTH.

NudopmanuonHasi 0e30MaCHOCTb - COCTOSHUE 3alIUIEHHOCTH HMHTEPECOB
(meneit) OOGmiecTBa B YCJIOBHUSIX Yrpo3 B HHGOpMaAIMOHHON cdepe. 3alluieHHOCTh
JIOCTUTaeTCsl 0OecredyeHneM COBOKYIMHOCTH cBoicTB Ub - mocTymHOCTH, 11€I0CTHOCTH,
KoH(uAeHIMaTbHOCTH WH(OpMaMOHHBIX akTUBOB OOmectBa. I[IpuopuTeTHOCTH
cBoiictB Wb omnpenensercs: EeHHOCTHIO YKa3aHHBIX aKTUBOB JJIsI MHTEPECOB (LeJieii)
O6miecTsa.

NupopmanuonHass HHPpacTPyKTypa - cUCTEMa CTPYKTYPHBIX MOAPA3ACICHUN
O6miecTBa, obOecrneunBarOmUX (PYHKIIMOHUPOBAHUE W Pa3BUTHE HHQPOPMAITMOHHOTO
MPOCTPAHCTBA W CpeAcTB HMHGPOPMAIMOHHOTO B3auMojencTBus. MudopmamnmonHas
uHppacTpykrypa OOmiecTBa BKIIOYaeT B ce0sl COBOKYMHOCTh HH(OPMAIMOHHBIX
nojcucTeM, 0a3 JaHHBIX, CHCTEM CBSI3M, allapaTHO-TIPOTPAMMHBIX CPEACTB U
TEXHOJIOTUH obecniedeHus cOopa, XpaHeHus, 00pabOTKU U nepeaauyn HHGOPMAaIIUH.

Nudopmanuonnbie pecypchbl — 3TO OTJIETIbHBIC JTIOKYMEHTBI
WIH OTJEJbHbIE MAaCCHUBBI JOKYMEHTOB (RJIEKTPOHHBIX JOKYMEHTOB), JOKYMEHTHI
WIM MacCUBBI JOKyMEHTOB B HH(OpPMAIMOHHBIX cucTeMax (OmbinoTekax, 0Oazax
JAHHBIX).

Nudopmannonnas cucreMa —  cucTeMa  00paboOTKM  HMHGDOpPMAIUH
U COOTBETCTBYIOIIME €1 OpraHU3allMOHHBIE PECypchl (YEIOBEUYECKHE, TEXHHUYECKUE,
(brHAHCOBBIC U T. 11.).

Nudopmanuonnasi cucreMa nepcoHAJBHBIX JAHHBIX — ATO COBOKYIMHOCTD
colepkamuxcsi B 0a3aX JaHHBIX TMEPCOHANBHBIX JIAHHBIX M O00ECHeYMBAIONIUX
ux 00paboTKy MHGOPMAIMOHHBIX TEXHOJOTHH W TEXHHUYECKUX CPEACTB, T.C. JIt0Oas
AC Opranmzanyu B KOTOpOH XpaHWTCS W (M) 0OpabaThiBaeTCs IEepCOHATbHAS
uH(popmMaIms Kak COOCTBEHHBIX COTPYIHUKOB, TaK U CTOPOHHHUX JUI[ (KOHTPAareHTOB,
moJIydaresiel ycIyT pa3MelIeHUus U MPOKUBAHUS U T.11.).

NuunaenT wuHGOpPMAIMOHHOM 0€30MACHOCTHM — OJIHO WJIM HECKOJIBKO
HEXEJNATeTbHBIX COOBITHI HWH(POPMAIMOHHON OE€30MacHOCTH, KOTOPBhIE HMEIOT
3HAYUTEIBHYI0 BEPOSTHOCTH KOMIPOMETAIlUA OW3HEC-TIPOIIECCOB U YIPOKAIOT
nH(pOpMaIMOHHOW  0€30MacHOCTH  (HAampuUMep, HECAHKIIMOHUPOBAHHBIN  JOCTYII
K nH(opMaIuu, HapymeHne padoThl HHGOPMAIIMOHHON CHCTEMBI, YIPO3a BHEIIPEHUS
WM HeYJa49Hasl TIOTBITKA MOIYYeHHS JOCTyIa K pecypcam).
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KonpuaenunaabHocts uHpopmManum — 00s3aTeNbHOE UIS  BBITOTHEHHS
JUIOM, TMOJIYYMBIIMM JIOCTYIl K OIpeJeNeHHOW uHpopManuu, TpeOoBaHuE
HE Nepe1aBaTh TaKyro HHPOPMALIMIO TPETHUM JIMLaM 0e3 coryiacus ee 00JagaTess.

Kondunenuunaabnas undopmanus — nHGoOpManusl OTPaHUICHHOTO JOCTYTIA,
HE cojepskaljasi CBEICHMsS, COCTaBISIOIIME TOCYJAapCTBEHHYIO TalHy, JOCTYI
K KOTOpOM oOrpaHudeH ¢eAepaJbHbIMU 3aKOHamMu (II€pCOHAJbHbIE JaHHbBIEC)
WM petieHueM pykoBoautenst Opranuzanuu (KoMMepyeckas TaiHa).

JlokajibHas1 BBIYHCJIUTEIBHAS CE€Th — CETh, KOTOPAsi COEUHSAET KOMIIBIOTEPHOE
u nepudepuiitnoe obopynoBaHue ajii OOMEHAa JaHHBIMM MEXKAY COIPSKEHHBIMU
yCTPOWCTBAMH, Pa3MEIICHHBIMH B TIOMEIICHUSX CTPYKTYPHBIX TOJpa3aeleHUHA
Opranuzanuu B npejenaax KOHTPOJIUPYEMOU TEPPUTOPHH.

HecankuuoHupoBaHHbII A0CTYN — JOCTYTI K uHpOpMaIuu
B HApyIIEHUE JODKHOCTHBIX  MOJHOMOYHH paOOTHHKA, JOCTYI K  3aKPBITOM
JUTSL TyOJIMYHOTO J0cTyna MH(OPMAIIMK CO CTOPOHBI JIMI], HE UMEIOUIUX pa3perieHus
Ha JOCTYyN K 3TOW HWH(pOpPMAIMKM WIM TOJNyd4eHHE OCTyna K WH(OpMAIUU JIUIIOM,
UMEIOIIUM MIPaBO Ha JOCTYN K 3Toi wuHbopmanmuu B 00bEME, NpEeBHIIIAIOIIEM
HEOOXOMMBIH JIJIS1 BBIIOJTHEHUS CITYKEOHBIX 00S3aHHOCTEH.

IlepconanbHble  gaHHble —  J00as  uHbOpMalMs,  OTHOCAIIASACS
K TpsIMO WJIM KOCBEHHO OIPEICICHHOMY WIH ompenensieMoMy (U3HUYEeCKOMY JIUILY
(cyOBEeKTy MepCcoHabHBIX JTaHHBIX).

CereBble pecypcbl — OOBEKTBHI CETH, KOTOPBIE SIBISIIOTCS WCTOYHHKAMU
uHbOpMAIIMK WIM HCTOYHUKAMHU CEpBUCOB ((haiibl, KaTajoru, Oa3bl JaHHBIX,
BeO-cailThl, ceTeBble AHUCKHU, (aillioBble cepBepa M CUCTEMBI XpaHEHUs JaHHBIX,
MPUHTEPHI U T.I1.).

CucteMHBI aAMHUHUCTPATOP — PaOOTHUK AenapTaMeHTa MH(POPMAIMOHHBIX
TEXHOJOTUW, B  OOA3AHHOCTM KOTOPOTO  BXOJUT  HACTPOMKa,  MOJAEpIKKa
u coBepuieHcTBoBanue UT-undpactpykrypsl Opranuzanuu, BKIo4as 000py10BaHUE,
nepudepurro, IporpaMMHOe 00eCTIEeYCHNE U CETEeBBIC ITOIKITFOUCHUS.

Cucrema uHGOpMALMOHHOI 0€30MACHOCTH - COBOKYIHOCTH 3allIUTHBIX MED,
3allUTHBIX CPEJACTB W TMPOIECCOB HMX OJKCIUTyaTallMd, BKIIOYas pECypcHOE
Y aJIMMHUCTPAaTUBHOE (OpraHU3alMOHHOE) 0OeCTIeUeHHE.

esocTHOCTL HWHGPOPMALMOHHBIX AKTHBOB - cBouWcTBO UMb coxpaHATh
HEW3MEHHOCTb WJIM UCTIPABIISATH OOHAPYKEHHBIE U3MEHEHHSI B CBOUX UH(POPMAITMOHHBIX
aKkTHBax 0e3 yimepba HHTepecaM 00IIecTBa.
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2. 3asiB/ieHHE 0 MOJIMTHKE B 00J1aCTH HH(POPMALMOHHOM 0€3011aCHOCTH

Hacrosimas Iloautuka Bbelpakaer mno3uuuto OpraHuzanuu B 00J1acTH
uH(popmamonHoi Oe3omacHocTu. [Ipunsatuem Hactoswmed Ilonutuku OpraHuzanus
3asIBIISIET U 00SA3y€eTCs OCYUIECTBIATH BCE BO3MOKHbIE MEPHI [ 3alIUThl HHPOPMALIUH,
JIEJIOBOM penyTauuu U Ou3Hec-mpoueccoB OpraHusaiuu oT pucka MpUUYUHEHUs Bpeaa,
yOBITKOB U yliepOa, BOZHUKAIOIINX B PE3yJIbTaTe peau3aluu yrpo3 HHHOpMAIIMOHHON
0€301acHOCTH.

PykoBoactBo  OpraHuzanuu  OCO3HAaeT BAXKHOCTh W HEOOXOAUMOCTD
NPOJBUKEHUS U COBEPILIEHCTBOBAHMS MEp U CPEJICTB 0OecreyeHus HHPOPMaIMOHHOM
0e30macHOCTH B KOHTEKCTE pa3BUTHS 3akoHojaTesnbcTBa Poccuiickoit denepauuu
U PEerylupoBaHHs HOPM HMHPOPMALMOHHON O€30MacHOCTH, a TaKXKe pPa3BUTHS
UCITOJIB3YEMBIX MH(OPMAITMOHHBIX TEXHOJIOTUI npu aBTOMAaTHU3ALIUH
ouzHec-npoueccoB. CoOintofeHre MNPUHLUIOB HH(DOPMAMOHHOW 0€30MacHOCTH
JOTIOJIHATENIBHO TO3BOJIUT YIPOUUTh KOHKYpPEHTHBIE INpenmyllectBa OpraHuzamuu,
00ecreyuTh COOTBETCTBUE MPABOBBIM, PErYISTOPHBIM M JIOTOBOPHBIM TPEOOBAHMSIM,
CHU3UTh PENYTAIMOHHBIE PUCKH.

PykoBoactBo Opranuzanuu NpUAEPKUBACTCS B3IJISAOB, YTO COOJIIOJICHHE
NPUHIIMIIOB, IPABWI U TpeOOBaHUI MH(DOPMALIMOHHOW 6€30MacHOCTU SBISETCS, B TOM
quclie, DJIEMEHTOM KOpPIOpPAaTUBHOW  KynbTypel. CnemoBaHue  TpeOOBaHHIM
MH(GOPMAIIMOHHON O€30MacHOCTH SIBIISIETCS BaXKHBIM YCJIOBHEM IMPU OCYIIECTBICHUU
MOBCETHEBHOM A TEIBHOCTH, BKITIOYasi COBMECTHYIO paOOTy C JIEJOBBIMU IMaPTHEPAMHU.
Kaxnprii paboOTHUK Opranuzamnuu HECET OTBETCTBEHHOCTh
3a Oe3onmacHyl0 pabOTy C BBEpPEHHBIMU €My HWH(MOPMAIMOHHBIMU aKTHUBAMH,
KOMIIBIOTEPHBIM ~ 00OpYZOBaHHEM, MOOWIBHBIMU TEXHUYECKUMHU  CpPEJICTBAMH,
HOCUTEIISIMA HMH(pOpPMAIMU, TPEeIOCTaBICHHOW U oOpabaTeiBaeMoil WHQpopMaruei
Opranuzanumu.

PykoBonurenu CTPYKTYPHBIX noApa3aeaeHuin u CHEUUATIUCTHI
no uHpopManmoHHo 6e3onacHocTH Opranu3anuu J0HKHBI OTBETCTBEHHO BBITOIHATH
CBOM 00SI3aHHOCTH, OCO3HABAasl, YTO KaYECTBO UX PAOOTHI HEMOCPECTBEHHO BIUSAET Ha
COCTOSIHME 3alIMIIEHHOCTH HH(OpManuu, HWH(GOPMALMOHHBIX AKTUBOB U OW3HEC-
npoieccoB OpraHuzaiumu.

PaGotarkn Opranuzanuu JOMKHBI PYKOBOJICTBOBaThCs HacTosmien [lomutukoit

B NMPO(eCCUOHAIBHOM JISSITCIIPHOCTH, TIPH B3aUMOJICHCTBUU MEXTY MTOAPA3SICHUSIMH,
JUIHOM PAa3BUTHH M TOBBIIICHUHU KYJIbTYPhI HHPOPMAITMOHHON 6€301TaCHOCTH.

OOKYMEHT NOANUCAH
ANEKTPOHHOW NOANUCEID
Ceptucpukar:  02E3F69FO00E0B31A864BD6E5039A83F5CES
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3. OcHOBHBbIe IPUHIHIBI 00ecTie4eHUsA NH(POPMALMOHHOM 0e30MacCHOCTH

OCHOBHBIMM ~ MPUHIUIAMU  HHPOPMALMOHHON O€30MacHOCTH B  00IIEM
MOHUMAaHUU SBJISIOTCS KOHPUACHIIMAIBHOCTb, HEIOCTHOCTh U IOCTYITHOCTb.

Mepsl 1o obecrnieueHHI0 KOH(PUACHIMAIBHOCTH NPU3BAHbI MPEJOTBPATUTH
HECaHKIIMOHUPOBAaHHOE pasriaiieHue uH(OpMaIIH. Lensb NpUHIUIIA
KOHQUIEHIIMATBHOCTA - COXpaHUTh HHPOpMAIMI0O B TallHe U OO0ECIEUYUTh
€e BUIUMOCTb M JOCTyH K HEH TOJIbKO TE€M JIMIaM, KOTOpbIE BIAJCIOT
€10 WM HYXKIAIOTCS B HEW ISl BBIMOJTHEHUSI CBOMX (DYHKIUH.

[lenocTHOCTH BKJIOYAET B ce0sl 3alIMTy HECAHKIMOHHUPOBAHHBIX M3MEHEHHUM
naHHBIX. [IpUHOMI ENTOCTHOCTH O00ECHeuyrBaeT TOYHOCTh M HAJEKHOCTb JaHHBIX
U UCKJIIOYAeT UX HEKOPPEKTHOE U3MEHEHHUE, KaK CIIy4yailHOe, TaK U 3JI0HAMEPEHHOE.

JlocTynmHOCTh — 3TO CIOCOOHOCTH JIeN1aTh MH(POPMAIIMOHHBIE CUCTEMBI U JaHHbIE
NOJHOCTBIO JOCTYINHBIMHM, KOTJa OHHM HYXXHBl IOJIb30BaTeNllo, JUOO Korja
OHM HEOOXOAMMBI JIsl OPraHU3aLMOHHOT0 TPOoLecca WK sl KIIMeHToB OpraHu3aiuu.

N3 OCHOBHBIX NMPUHIMUIIOB MH(POPMAIMOHHON O€30MaCHOCTU CIENYIOT OO0IIUe
U CHelHaJIbHbIE MNPUHIMIBI 0€e30MacHOr0 (QPYHKIIMOHUPOBAHUS HWHOOPMAIMOHHBIX
CUCTEM.

OO0mue NpUHOMIIBI.

CBOEBpEMEHHOCTh  OOHApy>KeHUsi TpoOJeM, TMOTEHIUAIbHO CIHOCOOHBIX
NOBJIUATH HAa Ou3Hec-1enu Opranuszanuu.

[IporHo3upyemMocTs pa3BUTHS MpoOJeM, 3aKIOYaronascs B BbBISIBICHUU
NPUYHUHHO-CIIEICTBEHHON CBSI3M BO3MOKHBIX MPOOJIEM U MOCTPOSHUHU Ha STOM OCHOBE
TOYHOI'O MPOTHO3a UX Pa3BUTHSL.

Onenka crerneHy BIUsHUAS MpobsieM Ha OusHec-1enu Opranu3aiui.

AJIEKBaTHOCTh 3alIUTHBIX MeEp, BHIOOp 3alIUTHBIX MEpP B COOTBETCTBHUHU
C MOJEISIMHU YIpO3 W HApYIIUTENIEH, C Y4EeTOM COOTHOIICHHS 0O0beMa BO3MOKHBIX
NOTEPh OT PEAIU3aLMK YTPO3 U 3aTPaT HA pealin3aluio TAKUX Mep.

O} dexTUBHOCTD peanu3auu IPUHITHIX 3aIUTHBIX MEP.

Ucnonb3oBanue  (HakoruieHWe, 0000IeHHWE) OmbITa TPU  IPUHITHH
Y pealln3alky PEIIECHUMN.

HenpepriBHOCTS peann3aiiy NpUHIMIIOB 0€30MacHOTO (hYHKIIMOHUPOBAHUS.

ChnenuajibHble INPUHIMAIIBL.

CrnenmanbHble TMPUHIUIBI  oOecredeHus WHOOPMAIMOHHONW 0€30macHOCTH
peaIu3yrOTCs BHIIIOJTHEHUEM MEPEUUCIICHHBIX Jajiee Mep.

OOKYMEHT NOANUCAH
ANEKTPOHHOW NOANUCEID
Ceptucpukar:  02E3F69FO00E0B31A864BD6E5039A83F5CES
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OnpeneneHHocTh 1eneid. DyHKIMOHAIBHBIE 1ENIH U LEIu HWH()OPMAUOHHOU
6e3onacHoctu Opranu3aluu IBHO OMPEACISIOTCS BO BHYTPEHHUX IOKYMEHTaX, YTOOBI
HUCKIIFOYNATh  HEOINPENECIEHHOCTh, KOTOpas MPUBOAUT K  «PACIUIBIBYATOCTH)
OPTraHU3alMOHHON CTPYKTYpPBI, pOJIEU MepcoHaia, NOJUTHK b u HEBO3MOXKHOCTH
OIICHKU aJICKBATHOCTHU MPUHSTHIX 3AIIUTHBIX MEP.

[lepconudukanust u ajgeKBaTHOE pa3lieieHUe pojedl U OTBETCTBEHHOCTH.
OTBETCTBEHHOCTh JIOJKHOCTHBIX JIMI CTPYKTYPHBIX MOJPA3AEICHUI HA BCEX YPOBHAX
3a pelIeHus, CBS3aHHBIE C €€ aKTHUBaMHU, MEPCOHUPUIUPYETCS U OCYIIECTBISETCS
MPEUMYIIECTBEHHO B (opMe mopyuutenbcrBa. OTBETCTBEHHOCTH OIpPECIsSeTCs
aJIcKBaTHO CTCHIECHU BIIUSIHUS Ha LeJIu OpraHu3aluy, buxcupyercs
B MOJIMTUKAX, KOHTPOJIUPYETCS U COBEPLICHCTBYETCS.

AJIEKBAaTHOCTb poJiel (QYyHKIHMSIM © TpOIEeAypaM U HX COMOCTaBUMOCTH
C KPUTEPUSIMHU U CUCTEMOM OLIEHKU. POM TOJKHBI aIEKBATHO OTPAXKATh UCITOJIHIEMbIE
GyHKIMM 1 TIPOIEAYpPhl UX pealu3alii, MPUHIThIE B MH(GOPMAIMOHHBIX Mpoleccax
Opranuzauuu. IIpy Ha3HAYEHMM B3aMMOCBA3aHHBIX POJIEH JOJKHA YUYUTHIBATHCS
HeoO0XoauMasl MOCJIeI0BaTSIbHOCTb UX BBINOIHEHUS. Pojb J0oKHA OBITH COTJIacOBaHAa
C KputepusMu OIeHKH 3h(PekTUBHOCTH €€ BbIMOJHECHHS. OCHOBHOE COJIEp)KAHUE
Y KQYECTBO MCITOJHAEMOM POJIM PEATTBHO ONIPEIEISIOTC MPUMEHAEMON K HEW CHCTEMOM
OLICHKHU.

JIOCTYITHOCTh YCIAYT U CEPBHUCOB. PabOOTHUKU CTPYKTYPHBIX MOApa3aeIeHUN
Opranuzanuu JT0KHBI 00€CTIEYUTh 11T CBOMX KJIMEHTOB U KOHTPAareHTOB JIOCTYITHOCTD
YCIYI W CEPBUCOB B YCTAHOBJIEHHBIE CPOKH, OMNPEIECIICHHBIE COOTBETCTBYIOIIUMH
JIOTOBOpaMU (COTJIAlIEHUSIMHU ) W/WUTH UHBIMU IOKYMEHTaMHU.

3HaHuEe CBOMX PAOOTHMKOB M KOHTPAreHTOB. YTIPABISIONINE OPTaHbl JOJDKHBI
obnanath HHpOpMaIME 0 CBOMX KOHTpareHTax, THIaTeIbHO MOA0UpaTh PaOOTHUKOB,
BbIPAOATHIBATh U TIOIJIEPIKUBATH KOPIIOPATUBHYIO ATUKY, JUIS CO3/IaHMsI 01aronprusSTHON
JIOBEPUTEIILHOM Cpelibl AeATeIbHOCTH OpraHu3alyu Mo yrnpaBieHUIO aKTHBAMH.

Ha6momaemocts u orneHnBaeMocTh obecnieueHus Wb. JIroOwie mpeiaraemsbie
3aIIUTHBIE  MEPhl  JOJDKHBI ~ OBITh  YCTPOGHBI ~ TaK, 4YTOOBI  pe3yJbTaT
UX MPUMEHEHUs ObLT IBHO HaOII0/1aeM (Mpo3payeH) U MOT OBITh OIIEHEH CTPYKTYPHBIM
nojpasaeneHueM OpraHu3aiui, UMEIOIIUM COOTBETCTBYIOIIUE TTOTHOMOYHS.

OOKYMEHT NOANUCAH
ANEKTPOHHOW NOANUCHID
Ceptucpukar:  02E3F69FO00E0B31A864BD6E5039A83F5CES
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4, ean u 3apa4n odecnieyeHus HHPoOpMALUK 0€30MIaCHOCTH

CyOpexktamMu mpaBooTHOmIeHMI B  OpraHuzanuu TOpH  HCIOIB30BAHUH
AC u B obecnieueHnu 0€30MacHOCTU UHPOPMAIUH SIBISIOTCS

00O «Ananckoe B3MOpbe», KaK COOCTBEHHUK HH(POPMALIMOHHBIX PECYPCOB;

cTpykrypHble noapazaenenus OOO «AHanckoe B3MOpbE», 00eCleunBaIoNIne
AKCIUTYaTaII0 aBTOMAaTU3UPOBAHHBIX CHCTEM;

paboTHUKU CTPYKTypHBIX TmoApazaeneHuii. OOO «AHANCKoe B3MOPbEY,
KaK TOJIh30BATEeNN M TOCTABIIMKH HH(QOPMAIMH, B COOTBETCTBUU C BO3JIOKCHHBIMU
Ha HUX QYHKIMSAMU;

¢u3ndyecKkne W IOPUANYECKHE JUIA, CBEICHUS O KOTOPBIX HAKAIUTMBAIOTCS,
XpaHsTcs u oopadateiBatorcsi B AC;

apyrue (u3uueckue W IOpUIMYECKHe JIWIA, 3aJeHCTBOBAHHBIE B MPOIECCE
co3ganuss " (QpyaknmonupoBanuss AC (pa3pabOTYMKH KOMITOHEHTOB CHCTEMBI,
OpraHM3alli{, TPUBJICKAEMbIe IS OKa3aHWs pPa3IWYHBIX yCIyr B 00JacTH
WH(GOPMAIIMOHHBIX TEXHOJIOTHH H JIp. ).

Hcxonst u3 chopMyTHpOBaHHBIX MPHHIIMIIOB WHPOPMAIIMOHHON 0€30MacHOCTH
OCHOBHOW IIeNnbl0 obOecrieueHus Oe3omacHocTd WHpopMmaruu st OpraHu3aruu
SBIISIETCSL 3alllUTa CYOBEKTOB HMH(DOPMAIIMOHHBIX OTHOIICHUH OT BO3MOXKHOTO
HaHECeHHUsT WM ymiep0a TOCPEICTBOM  CIyY4alHOTO WM  TpeJHAMEPEHHOTO
HECAaHKIIMOHUPOBAHHOTO  BMeEIIATENbCTBA B mpolecc  (GYyHKIIMOHUPOBAHUS
aBTOMATU3WPOBAHHOMN CUCTEMBI WIH HECAaHKIIMOHUPOBAHHOTO JocTyna
K HIMPKYJIHUPYIOUIEH B HEW MHGOPMAIIMN 1 HE3AKOHHOTO €€ UCTIOIb30BaHMS.

VYkazaHHasi 1LeTb JOCTUTAETCS IOCPEICTBOM OOECIEUYEHUs! U IOCTOSTHHOTO
NOJIICPKAHUSI CIIETYIOIINX CBOMCTB MH(OpPMALUU U aBTOMATU3UPOBAHHON CHUCTEMBI
ee 00paboTKH:

JTOCTYITHOCTH oOpabaTbiBaeMoil WHGMOpPMANMHM I 3apETHCTPUPOBAHHBIX
IMOJIb30BaTEJICH;

KOH(QUICHIIMATFHOCTH  ONPENENIECHHONM 4acTu HMHPOpMAIUK, XPaHUMOMH,
oOpabaTbIBaeMOM M Mepe1aBaeMoi 10 KaHallaM CBSI3H;

[IEJIOCTHOCTH M AyTEeHTHYHOCTH WH(GOpMAIMU, XpaHUMOU, oOpabaThiBaeMou
U TIEpe/IaBaeMoi 10 KaHajaM CBS3H.

JIns mOoCTHKEHUST OCHOBHOM Iielin oOecrieueHusl 0e30MacHOCTH HH(pOpMAIun
cuctemMa WH(MOPMAIMOHHONW O€30MaCHOCTH aBTOMATHU3UPOBAHHOW CHCTEMBI OJDKHA
obecrieurBaTh A((PEKTHBHOE pEIICHHWE 3a7ad 3allUThl OH HECAHKIIMOHHUPOBAHHOTO
ocTyna K WH()OPMAIMOHHBIM pecypcaM, CBOEBPEMEHHOTO BBISBICHHUS HWCTOYHHUKOB
yTpo3, CO3AaHMS YCIOBUH IS JTOKATU3AIMYA 1 MUHAMH3AIIUN BO3MOKHOTO yIiepoa.

Pemenne 3amau oOecmeueHuss Oe30MacHOCTH HMHGOPMAIMHA  JTIOCTUTACTCS
OTIpEJICIICHHEM W peajn3alreldl KOMIUIEKCAa OPTraHM3aIlOHHBIX M TEXHHUYECKUX MeEp,
BEIpAa0OTAaHHBIX HA OCHOBE aHajiM3a aKTyaldbHBIX yrpo3 HWHPOPMAIMOHHON
0e30MacHOCTH.

OOKYMEHT NOANUCAH
ANEKTPOHHOW NOANUCEID
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5. O0beKThI, NoAJIeKaIINEe 3a1UTe

OcHoBHBIMH 00BbeKkTaMu OpraHu3aluu, MOAJIEKAITUMU 3aIUTE, SIBISIOTCS:

MHOOPMAIIMOHHBIE  PECypChl, MpPEACTABICHHbIE B  BUAE JOKYMEHTOB
U MacCUMBOB MH(pOpPMallMM, BHE 3aBUCUMOCTH OT (DOPMBI U BUIA MX MNPEICTABICHUS,
BKJIIOYAIOIIIHE, B TOM YKCIIe KOH(DHUICHIMAIBHYIO U OTKPBITYIO HH(OpMALHIO;

cucrema dbopmMupoBaHus, pacupocTpaHeHUs! u MCI0JIb30BaHUs
MH(OPMAIIMOHHBIX PECYPCOB, OMOIMOTEKH, apXUBbI, 0a3bl TaHHBIX, UHPOPMAITUOHHBIC
TEXHOJIOTUHU, PErIaMeHThl U MpoueAyphl cOopa, 0OpabOTKU, XpaHEHHsS U Mepeaadu
uH(bOpPMAIINK, TEXHUYECKUN U 00CTYKUBAIOIINI MepCOHAT;

uHbopMalMoHHas MHGPACTPYKTypa, BKIIOYAIOMIas CUCTEMbl 00pabOTKH
U aHanu3a uHOOpMalUU, TEXHUYECKHE W NpPOrpaMMHBIE CpPEICTBAa €€ 00paboTKH,
nepefayd M OTOOpa)keHus, B TOM UHMCJIE KaHaldbl HH(OPMAIMOHHOIO OOMeHa
U TEJIEKOMMYHHMKAIlMM, CHUCTEMbl W CpEACTBA 3alUThl WHGOpPMAIMH, OOBEKTHI
U TOMEUIEHUS, B KOTOPhIX pa3MEelleHbl KOMIIOHEHThl  MH(OPMAIMOHHON

UHPPACTPYKTYPHI.
5.1. Ocob0eHHOCTH ABTOMATH3HPOBAHHOW CHCTEMBI.

B aBTOMaTH3MpPOBAHHBIX CUCTEMAX CTPYKTYPHBIX NojApazaeneHnii Opranuzanuu
MUPKYIUPYyeT UHPOpMAIMs pa3HbBIX KaTeropui. 3amumiaeMas WHGOOpPMaIUs MOXKET
OBITh COBMECTHO HCIIOJIb30BaHA PA3JMYHBIMU TIOJB30BATENIMH W3 Pa3IUYHBIX
MIOJICETEN €AMHOU KOPIIOPATUBHOM CETH.

B psame nmoacucteM  aBTOMATU3MPOBAaHHBIX ~ CUCTEM  MPEIYCMOTPEHO
B3aUMOJICHCTBHE C BHEIIHUMU (TOCYIAPCTBEHHBIMUA U KOMMEPUYECKUMU) POCCUMCKUMHU
OpraHu3alUsIMH,

10 KaHaJIaM CBSI3U C UCIIOJIb30BAaHUEM CPEACTB Mepenadn HHPOPMAaIINH.

Kowmmneke texanueckux cpencts AC BKIIIOYAET CpelCcTBAa 0OpabOTKH JaHHBIX
(paboume crannmu, cepepbl bJl u T.m.), cpeacrBa oOMeHa MaHHBIMH B JIOKQJIHHOM
BBIUMUCITUTEIBHON CETH C BO3MOXKHOCTBIO BBIXOJA B TJIOOANbHBIE CETH (KaOenbHas
CUCTEMA, MOCTHI, IUIIO3bl, MAPLIPYTU3aTOPbl U T.I.), @ TaKXKE CPEIACTBA XPAHEHUS
(B T.4. apXMBUPOBAHUSI) JaHHBIX.

5.2. Twunsl HHPOPMALMOHHBIX AKTHBOB, MO/JIEKAIUX 3AIUTE.

B moncucremax AC Opranuzanuu OUPKYIUPYET HHPOpPMALUS Pa3THIHBIX
YpOBHEW  KOH(PUACHIMAIBHOCTH,  COJAEpXKallas  CBEACHUS  OTPaHHUYCHHOTO
pacrpocTpaHeHus
U OTKPBITHIE CBEACHUSI.

B o6pamenun nadopmarmn AC npucyTCTBYIOT:

NEpPCOHANIbHBIC TaAHHBIE;

(bUHAHCOBBIC IOKYMEHTHI,

CBEJICHHMS O JIMLIEBBIX CUETAX TOCTEU B OTENAX U OKa3aHHBIX UM yCIIyrax;

otueThl ((PMHAHCOBBIC, AHATUTUYECKUE U JIP.);

OOKYMEHT NOANUCAH
ANEKTPOHHOW NOANUCEID
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npyras uHpopMaIusi OrpaHUYeHHOT0 PACITPOCTPAHECHHUS.
3amuTe NoaJexKUT Bes uHbopmanus, nupkyaupyromas B AC u coaepxarniasics
B UH(OPMAIMOHHBIX AKTHUBAX.

5.3. Kareropum nosn3oBarteseil aBTOMATH3HPOBAHHON CHCTEMBI.

B cTpykTypHBIX noapaszaeneHusx OpraHuzanuu €CTb KaTerOpUU MOJIb30BATENIEH
U 00CIIy>)KMBAIOLIEro MEepCOoHaNIa, KOTOPbIE JOJKHBI MMETh Pa3jMyHble MOTHOMOYMS
0 JIOCTYIY K HH(opManmoHHbIM pecypcaM AC:

PAIOBBIE MOJIB30BaTENM (KOHEYHBIE IOJB30BATENN, PAOOTHUKU CTPYKTYPHBIX
no/ipa3aeicHui);

JOJKHOCTHBIE JIMIIa W3 YHCJa YIPaBISAIOIIEr0 NepcoHana (PYKOBOIUTENH
CTPYKTYPHBIX MOJPa3CICHHUM, CTapIIe MEHEIKEPHI);

aAMUHUCTPATOPHI HH(OOPMAIIMOHHON O€30MaCHOCTH;

CUCTEMHBIE aIMUHUCTPATOPHI;

pabOTHUKH, OCYHIECTBISIONIME OOCTY)KMBAHME W TEXHUYECKYIO TMOJJIEPKKY
MHGOPMAIIMOHHON UHPPACTPYKTYPHI.

5.4. YA3BMMOCTb OCHOBHBIX KOMIIOHEHTOB ABTOMATH3UPOBAHHOM
CHCTEMBI.

Haub6onee ys3BumbiMu kommoHeHTaMu AC SIBISIOTCS ceTeBble paboune CTaHIIUU
— APM  palGoTHHKOB CTPYKTYPHBIX TOJpa3leJeHUud, IO TpPUYUHE TOro,
910 ¢ APM paGOTHHKOB MOTYT OBITH MPEAIPUHSTHI MOMBITKH HECAHKIIMOHUPOBAHHOTO
goctyna K UH(QOpMAUMM WM TOMNBITKM  HECAaHKIIMOHWPOBAHHBIX  JACHCTBUMN
(HempeqHAMEPEHHBIX WM YMBIIUIEHHBIX) B KOMIIBIOTEpHOW ceTn. Hapymenus
KOH(UTypaluu anmapaTHO-IIPOrPaMMHBIX CPEACTB paboumnx CTaHUUM
U HEMpPaBOMEPHOE BMEMIATEIbCTBO B TMPOIECChl HX (PYHKIIMOHUPOBAHUS MOTYT
OPUBOJIUTH K OJOKUPOBAHUIO HMH(POPMAIMH, HEBO3MOXHOCTH CBOEBPEMEHHOTO
pelIeHns BaXXKHBIX 3a/1a4 U BBIXOAY U3 CTPOs oTaenbHbIX APM U noacucreM.

B oco06oii 3amure HYXKTAIOTCS TaKHE JJIEMEHThI CETeH KaK BbIJCICHHBIC
daiioBbIe cepBephl, cepBepbl 0a3 JaHHBIX U CepBephl MNpuiokeHui. HemoctaTkm
MIPOTOKOJIOB 0OMEHA U CPEJICTB pa3rpaHUYCHHs JIOCTYIA K PecypcaM CepBepOB MOTYT
JaTh BO3MO>KHOCTh HECAHKIIMOHMPOBAHHOTO JOCTyNa K 3amuiiaeMoil nHpopmaruu
M OKa3aHWsd BIUSHUA Ha paldoTy pa3audHbIX MoicucteM. l[lpm 3TOM MoOTyT
NPEANPUHUMATBCS ~ TONBITKA  KaK  yJAJIEHHOTO (co  craHumii  ceTwH),
TaK W HETOCPEJCTBEHHOTO (C KOHCOIHM CEpBEpa) BO3JCUCTBUS Ha paboTy cepBEpOB
Y UX CPEJICTB 3AIIUTHI.
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6. Yrpossl 0e30nacHOCTH HH(POPMALMH U UX HCTOYHUKHU

Haubonee onacHsIMU yrpo3amMu 0€30MaCHOCTH MH(pOpManuu, 00padaThiBaeMoit
B aBTOMATHU3UPOBaHHBIX cucTeMax OpraHu3amuu, SBIsSIOTCS:

HapylleHne KOoH(UACHIMAIbHOCTH  (pasrjalieHue, yTedyKa) CBEACHUH,
COCTaBJISIIOIIMX CIY>KEOHYIO TaliHy WU TIEpCOHANIBHBIC TaHHBIC,

HapylieHue paborocnocodHoctu (ae3opranuzanus padotsl) AC, 610KupoBaHue
uHbOpMaIMU, HAPYIICHHE TEXHOJOTHYECKUX TPOIECCOB, CPBIB CBOEBPEMEHHOTO
peleHus 3aaaq;

HapyIieHne IIEJIOCTHOCTH (McKkaxxeHue, NoMEHa, YHUUYTOXKECHHE)
MHQPOPMAIIMOHHBIX, IPOTPAMMHBIX U IpyTrux pecypcoB AC.

OCHOBHBIMM ~ WCTOYHUKaMH yrpo3 Oe3zomacHocTd wuHpOpMammu  oOmIei
aBTOMAaTHU3UPOBAHHOM crcTeMbl OpraHu3aIuu SBISIOTCS:

pabOTHHKM, SBISIONIMECS JIETATbHBIMU ydacTHHUKaMu TmporeccoB B AC
U JICHCTBYIOIINE B PAMKaX MPEJIOCTABICHHBIX TOJTHOMOYHIA;

pabOTHHKH, SBISIONIMECS JIETAIBHBIMU ydacTHHUKaMu mporeccoB B AC
M JICWCTBYIOIINE BHE PAMOK MPEIOCTABICHHBIX TTOTHOMOYHIA;

KOMIIBIOTEPHBIC  3JIOYMBIIUICHHUKH, OCYIIECTBIISIIONINE IIeJICHANIPABICHHBIC
JIECTPYKTHBHBIC BO3JCHCTBHSI, B TOM YHCJIE MCIIOIH30BAHUE KOMITBIOTEPHBIX BHPYCOB
U IPYTUX THTIOB BPEJOHOCHBIX KOJIOB H aTak;

HeOJaronpusaTHbIE COOBITHSI IPUPOJHOTO U TEXHOTEHHOT'O XapaKTepa;

IOCTaBUIMKM TMPOTrPaMMHO-TEXHUYECKUX CPEACTB, PACXOJHBIX MAaTepHalloB,
YCIYyT U T.IL.;

HOJPSIAYMKY,  OCYIIECTBIISIOIIME  MOHTaX, IyCKOHAJIAJO4YHbIE  pabOThI
000py1I0BaHUS U €T0 PEMOHT;

HECOOTBETCTBHE CYIIECTBYIOIIEH CUCTEMBI 3alIUThl HH(POPMALUU TPeOOBAHUAM
Ha/I30pHBIX U PETYIUPYIOLIUX OPraHOB, JEHCTBYIONIEMY 3aKOHOAATEIbCTRY;

cOom, OTKa3bl, pa3pylieHUs (MOBPESKACHUS) MPOTPAMMHBIX M TEXHHYCCKHUX
CPEICTB;

KPUMHHAJIbHBIE SJIEMEHTHI.
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/. Mepbl, MeTOABI U CpPeJACTBA o0ecniedeHUs 0€30aACHOCTH HH(POPMALMHU

['maBHast uenb OopraHU3allMOHHBIX MEp - c(POPMHUPOBATH MOJUTUKY B OOJIACTH
oOecrieyeHusi 0€30MaCHOCTH HH(OpPMALUMK, OTPAXKAIOIIYI0 MNOAXOAbl K 3allUTe
nHpopMan, U 0O0ECHEYUTh €€ BBIIIOJTHEHUE, BBIICSAS HEOOXOIUMBIE PECYpPCHI
U KOHTPOJUPYS COCTOSIHUE JIETI.

7.1. JMonyck pa0OTHMKOB K HCI0JIb30BAHUI0 HHPOPMALIMOHHBIX PeCYPCOB.

Homnyck pabotHukoB Opranuzauuy, a Takxke APYruX Jul (HEe SBISIOMIMXCA
pabotHukamu Opranuzanuu) K padore B AC, ypoBeHb HX MOJTHOMOYHMIA
U HETMOCPEACTBEHHBIN TOCTYII K pecypcaM OCYIIECTBISETCS B paMKax pa3pelinuTebHON
CUCTEMBI U PErNIAMEHTUPYETCSI YCTAHOBICHHBIM MOPSIKOM.

Jlo mpenocraBieHusi HEMOCpeNCcTBEHHOro noctyna k AC ee Moib30BaTeNH,
a TaKKe PYKOBOIAIIMH U OOCIYXHBAIOIIUWA TMEPCOHAT O3HAKOMJISIIOTCSA, B YacTu
UX Kacarolleics, ¢ mepeyHeM KOH(PUACHIMAIbHON HMH(OpMAuu U CBOMM YPOBHEM
NOJIHOMOYMM, a TakKe OpraHU3alMOHHO-PACMIOPSAUTEIbHON, HOPMATHUBHOM,
TEXHUYECKOW M DKCIUTyaTallMOHHOM JOKYMEHTAallUeW, OMNpeaessomeid TpeOoBaHus
U TIOPSAI0K 00pabOTKH Takoi HH(OPMAIUU.

Bce nuia, nonymennsie k padote B AC u obcnyxuBatoniuii nepconan AC, necyt
NEPCOHAJBHYI0  OTBETCTBEHHOCTb 3a HApYIICHHS YCTAaHOBJIIEHHOTO  TOpSJKa
aBTOMAaTU3UPOBAHHOM 00pabOTKM HMH(pOPMALNK, MPaBUI XPaHEHUS, HCIIOJIb30BAHUS
U Mepeauu, HaXOJAIIUXCS B UX PACIOPSKEHNN 3alIUIAEMbIX PECYPCOB CUCTEMBI.

7.2. JlocTyn K TEXHMYECKUM CPeCTBAM.

Okcrmyartanust 3amuimaeMbix APM u cepBepoB OpraHu3amuu OpraHH3yeTCs
B YCIOBHUSX, HCKIIOYAIONIUM BO3MOXKHOCTh OECKOHTPOIBHOTO TMPOHUKHOBEHUS
U TpeObIBaHUS B MOMEIICHUAX TMOCTOPOHHUX JIMII U 00CCTIEYMBAIOIMIKNX (DU3NIECKYIO
COXPaHHOCTh HAaXOJSAIIMXCS B IOMEIICHUH 3aIUIIACMBIX PECYPCOB.

7.3. Pasrpanuyenue pocryna Kk pecypcam AC, wuaeHTH(UKANUA
U ayTeHTUGUKALMS N0JIb30BaTe/ei, MAaPOoJbHAN MOJUTHKA.

B nensx mpenorBpamienus: noctyma B AC MOCTOPOHHUX JIUI 00ECIeYrnBaeTCs
BO3MOXKHOCTh  PACHO3HABaHUSI CHCTEMOM KaXXJIOro 3aKOHHOrO MOJIb30BaTes
(WM OrpaHUYEHHBIX TPYMI MOJb30BATENEH ).

Kaxxmomy monb3oBaTento, JOMYIMIEHHOMY K paboTe C  KOHKPETHBIM
WH(OOPMAITMOHHBIM aKTHUBOM, COIOCTaBIIACTCS TIEPCOHATBHOE YHUKAIBHOE WM
(umentudukaTop YYETHOW 3amMCH  TIOJB30BATENsA), MOA KOTOPHIM OH Oyaer
peructpupoBathcs U pabotats B AC.

Aytentudukanus (MOATBEPKIACHUE TMOIMHHOCTH) TIOJb30BaTENeH OJKHA
OCYHIECTBIIATBCS HA OCHOBE HCIOJIb30BaHMS Mapoyieil  (CEKpEeTHBIX  CIIOB)
WM CTHEIHMANBHBIX CPEJICTB ayTEHTU(UKAIIUN MTPOBEPKU YHUKAJIHHBIX XapaKTEPUCTHK
(mapameTpoB) MOJIb30BaATENCH.
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Ilocne pacrno3HaBaHMs TOJIB30BATENs CHCTEMA JIOJDKHA  OCYIIECTBIATH
aBTOPU3ALIMI0  IIOJIB30BATENA,  ONPEACIATh, KAaKME MpaBa  NPEIOCTABIICHBI
IIOJIB30BATEIIIO, T.€. KAKUE JAHHBIE U KaK OH MOKET MCIIOJIb30BaTh, KAKHE MPOTPAMMBI
MO>KET BBINIOJHATH, KOT'/1a, KaK JIOJIT0 U C KaKUX TEPMUHAJIOB MOXET padoTaTh, KAKUE
pECYPCHI CUCTEMBI MOYKET UCIIOIB30BaTh U T.II.

TexHuueckre CpencTBa pasrpaHUYEHUs] JIOCTYyNa JOJKHBI OBbITh COCTaBHOMU
YaCThIO €AMHOM CUCTEMBbI KOHTPOJS JOCTYyNa, B TOM YHCIE€ U HAa KOHTPOJIHMPYEMYIO
TEPPUTOPUH, B OTAEIbHBIE TOMEUIEHUS U JIP.

7.4. PernameHTanMsi MNPoOUECcCOB OOCAYKMBAHUSI M  OCYLIECTBJIECHUS
MoAuGUKAIMY ANNAPATHBIX U POTPAMMHBIX PECYpPCOB.

AnmnapaTtHo-niporpammHasi KoHpurypauuss APM, Ha koTopbix oOpabaTbiBaeTcCs
3amumaeMas MHGOpMalus MM C KOTOPBIX BO3MOKEH JOCTYN K 3alldIaeMbIM
pecypcam, JOJKHA COOTBETCTBOBATh KPYT'y BO3JIOKEHHBIX Ha MOJIb30BaTENIEN TAHHOTO
APM ¢}yHKIIMOHATBHBIX 00513aHHOCTEH.

BBon B skcmyatanuio HOBbIX APM u Bce u3MeHeHHs B KOH(UIrypaluu
TEXHUYECKUX U MPOTPAMMHBIX CPEICTB, cylecTByromux APM B AC ocylIecTBISIIOTCS
TOJIBKO C pa3penieHus pykoBoAcTBa OpraHu3alnny B yCTAHOBIEHHOM MOPSIIKE.

UToObl CBECTM K MHHUMYMY BepOATHOCTh mnoBpexaeHus AC Opranuzanum,
BBOJUTCS CTPOTMWA KOHTPOJb HaJ BHeceHHMEM u3MeHeHui. C 93TOH  LEeNbio
YCTaHABIIMBAIOTCS TIpaBUja BHECEHUSI HW3MEHEHUU. OTH NpaBujia TapaHTUPYIOT,
YTO MPOLENYpPHI, CBA3aHHBIE C 0€30MAaCHOCTHI0 W KOHTPOJEM, HE OyAyT HapyIIeHbI,
YTO JMIA, 3aHMMAIOIIMECS NOAJEPKKOW, IMOIydaT AOCTYIN TOJBKO K TEM YacTsAM
CUCTEMBI, KOTOPbIe HEOOXOIUMBI JJII MX padOThl, U YTO JJISi BBIMIOJHEHUS JIFOOOTO
MU3MEHEHHUsI TpeOyeTcs MOIyYuTh OPUIIMATBHOE pa3pelieHne 1 MOATBEPKICHUE.

ITocne BHecenusi usmeneHuidt B MIC, mpuiaoKeHUs JOJKHBI aHATU3UPOBATHCSA
U TECTUPOBATHCSA, YTOOBI TapaHTHPOBATh OTCYTCTBHE BPEIHBIX IOCJEICTBHIMA
st 6e3omacHocTu Opranuzaiuu.

Cnenyer  mpensiTCTBOBaTh  BHECEHHMIO  u3MeHeHnid B maketel  [10,
32 HCKIIOYEHHEM HEOOXOJMMBIX H3MEHEHM. Bce W3MeHeHus MODKHBI CTPOTO
KOHTPOJIMPOBATHCH.

7.5. Hcnouab30BaHue pecypcoB JOKAJIbHOU ceTn QOprann3anuu
U 1100aJbH0i nH(popManuoHHou ceTn «AHTEepHETY.

JIist  BBIMIOJTHEHWS CBOMX CIY)KEOHBIX OOS3aHHOCTEW KaKIbIi PaOOTHUK
o0OecreuynBaeTcss JIOCTYIOM K COOTBETCTBYIOIIMM ceTeBbIM pecypcam JIBC
Opranuzanuu u ' IC «aTEepHET.

Ucnonw3oBanue paboTtHukaMu pecypcoB yokanbHoil cetu u ['MC «UuTepueT»

B IeNAX, HE CBA3aHHBIX C BBIIOJHEHUEM JIOJDKHOCTHBIX  OOSI3aHHOCTEH,
SAITPEHIEHO.
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Wudopmaruss o0 mocemaeMbix paboTHHKaMHU pecypcax cetu «MHTepHET»
MOJJICKAT  MPOTOKOJMPOBAHUIO ISl  TOCJIEAYIONIEro aHanm3a. PyKOBOJCTBO
Opranu3zanuy OCTaBiIsgeT 3a co00il MpaBO KOHTPOIMPOBATh U AHAIU3UPOBATH JAHHYIO
UH(pOpMaIHIO.

PykoBoactBo Opranuzanuu OCTaBiIsgeT 3a CcO000W mpaBo OJOKHPOBATH
WJIM OTPaHUYUBATH JIOCTYII MOJB30BaTeNel K pecypcam cetu «HTepHET», cofepKaHue
KOTOPBIX HE MMEET OTHOUICHHsI K WCIOJHEHHUIO CIYyXeOHBIX 00si3aHHOCTEH, OO0 K
pecypcam, coaep)kaHue U HAMpaBIE€HHOCTh KOTOPHIX 3alpelIeHbl 3aKOHOAATEILCTBOM
Poccuiickoit @enepaunu.

7.6. HMcnoab3oBaHHe 3J1eKTPOHHOI MOYTHI OpraHu3anum.

Pecypchl anektponHoi moutbl OpraHu3anuul MPeOCTaBISIOTCS PabOTHUKAM
UCKITFOUUTENILHO JIJIs1 BBIMOJHEHUSI TOJIKHOCTHBIX 00sS3aHHOCTEH.

Hcnons3oBanue pecypcoB 3JeKTPOHHOM MoUThl OpraHu3aluy B JIUYHBIX HEJIIX
SAINNPEIIEHO.

Nudopmarust 06 MCronb30BaHUU PaOOTHHUKAMH PECYPCOB AJIECKTPOHHON MOYTHI
Opranuzaniii 1 COJACPKAHUM  TEPEChUIaeMOM  KOPPECHOHACHIIMUA  TTOJICKUT
IPOTOKOJIUPOBAHUIO JIJISl TOCIIEAYIOIIETO aHAIN3a.

PykoBoactBo Opranuzanuu OCTaBiIsieT 3a €000 MpaBO KOHTPOJIHPOBATH
U aHaJIM3UpOBaTh JaHHYI0O HHGOPMAIUIO C LEJIbI0 MPEAOTBpAIICHUS HApYIICHUN
UHPOPMAIIMOHHON  0€30MacCHOCTH M yTEUKH CBEIECHUW, KOHQPUICHIIUATHLHOTO
XapakTepa.

PykoBoacTBo Opranuzanuu OCTaBiIsIeT 3a cOOOM MpaBO OJIOKHPOBATH JTOCTYII
pabOTHUKOB K pecypcaM 3JIEKTPOHHOM MOYTHI MPU BBISIBICHUU (DAKTOB HAPYUICHUS
YCTAaHOBJIEHHOTO MOPSAAKA UX UCIOJIb30BaHUS.

7.7. Hcnoab30BaHMe CPeACTB KPUNTOrPapu4ecKou 3aUThI
U 3JIEKTPOHHOM MOJINHUCH.

[Ton cpencrBamu kpunrorpaduueckoi 3ammuthl (mamee — CK3U), B koHTEKCTE
HOPMAaTUBHBIX JJOKYMEHTOB MIOHUMAIOTCS CIIEIUATbHbIE TIPOTPaMMBbI JJIsl TG POBAHUS
JTAHHBIX.

Jlnst oGecrieyeHus 3auThl KOHPUACHIIMAIBHON WH(DOPMAIIUU TIPH peaTnu3aluu
OousHec-tiporieccoB B OpraHu3aiiii  MCTOJB3YIOTCS  CHEIHAbHBIE POTPaMMBbl,
oOecreunBaroIIye MPUMEHEHNE AIEKTPOHHON OANUCH (KPUIITOTIPOBANIEPHI ).

DNEeKTpOHHAS TOAMKUCH MOXKET NMPUMEHSThCA A JII000H (OpMBI JOKYMEHTA,
00pabaTbIBaeMOro 3JECKTPOHHBIM CIIOCOOOM. DIJIEKTPOHHAS IOIINACH OOCCIIeYnBaCT
3aMUTy ayTeHTU(UKAITUHN U TIETIOCTHOCTH YJIEKTPOHHBIX TOKYMEHTOB.

[Ipy wucmonbp30BaHWUU DIEKTPOHHOW TMOAMUCH, HEOOXOIWMO YYHUTHIBATH
TpeOOBaHUS JICCTBYIOIIETO 3aKOHOJaTeJILCTBA Poccuiickon denepanuu,
OTIPEJISIISIFONIETO YCIOBHSI, TIPH KOTOPBIX IU(pOBas MOANUCh UMEET FOPUINYECKYIO
CHUITY.
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KoMnpomeTanuss uiam motepsi KpUnTorpapuueckux KiIo4Yed MOXKET MPUBECTU
K HapylIeHHI0 KOH(HIECHUHUAIbHOCTH, MOMJIUHHOCTH U (WIM) LEJIOCTHOCTU
uH(popMaIm, 103ToMy i 3PHEKTUBHOTO MPUMEHEHUS KPUNITOIPa(PUUIECKUX METOIOB
B Opranuzanuu ocyuectsisiercs ynpasienue CK3H.

QyHKINHU 110 OpTraHU3aluy U yIpaBieHuto nenoias3oBanueM CK3U Bosnararorcs
Ha oOTAenl HHQOPMAaUMOHHOM O€30macHOCTH JienapTaMeHTa WH(OPMAIMOHHBIX
TEXHOJIOTUH.

7.8. 3ammta ot Bpegonocnoro I10.

OO0s3aHHOCTh TIO OpraHU3alMK U OOECIEUEHHUIO0 3allUThl MHPOPMALMOHHBIX
akTuBOoB OpraHuzanuu oT Bo3zaeicTBus BpenoHocHoro IIO Bosmaraercs Ha otaen
nH(GOPMAIIMOHHON 6€30MacHOCTU JenapTaMeHTa HH(POPMAIIMOHHBIX TEXHOJIOTUH.

Jns  npenynpexaenuss BHeapenuss Ha APM  paGotHukoB OpraHuzanuu
BpenoHocHoro 110 mosib3oBaTensiM HACTOSTEIBHO PEKOMEHAYETCS! BBIMOIHATH MEPHI
IPEBEHTUBHOTO XapaKTepa, ONpe/IeIeHHbIE B OTACIBHOM MOPSJIKE.

7.9. OOecnieyenne n KOHTPOJIb  1€JIOCTHOCTH NpOrpaMMHBbIX
U UH(OPMALMOHHBIX PECypPCOB.

KoHTponp mnenoctHocTH mporpamm, odopadaTeiBaeMoil MH(OpMAIIUU U CPENICTB
3aIllUTHI, C IEJIbI0 00eCreYeHUs HEM3MEHHOCTH MTPOTrPAMMHOM Cpefibl, OIpeaeseMoin
NPEeyCMOTPEHHON TEeXHOJIOTueH 00pabOTKH, U 3allUThl OT HECAHKIIMOHUPOBAHHOU
KOPPEKTHUPOBKH MHPOPMALIMHA MOMKET 00ECIIeYNBATHCS

CpEelICTBAMH TOJICYETa KOHTPOJIbHBIX CYMM;

CpPEICTBAMHM CpPAaBHEHMSI KPUTHYHBIX PECYPCOB C HMX JTAJIOHHBIMH KOMUSMU
(1 BOCCTAaHOBJICHHUS B CJIy4ae HAPYILICHUS 1IEJIOCTHOCTH);

CpelICTBaMHM pa3rpaHUuCHUs JOCTyIA (3aIpeT JoCTyNa ¢ mpaBaMu MoIu(pUKaIIUN
WU yAQJICHUSA ).

7.10. KoHTpoJb coObITHIT 6€30MaCHOCTH.

KoHTponb coObITHif 6€3011aCHOCTH OCYIIECTBISAETCS MPY TTOMOIIIH TPOTPAMMHBIX
WJIU alapaTHO-IPOTrPaMMHBIX CPEACTB KOHTPOJIS.

CpencTBa KOHTPOJS JOJDKHBI 00ecrednBaTh 0OHAPYKEHHUE W PETUCTPAIIMIO BCEX
coObITHil (neiicTBuit monb3oBateneid, nonbiTok HC/I u T.11.), KOTOpbIE MOTYT MOBJICYb
3a €000l HapylieHWe TOJUTUKH O€30MaCHOCTH M TPUBECTH K BO3HUKHOBEHHIO
WHITUJCHTOB HHPOPMAIIMOHHOM 0€30MacHOCTH.

7.11. YnpaBiieHHe H KOHTPOJIb 3()()eKTUBHOCTHU CHCTEMBI o0ecnedeHus
0e30MacHOCTH MH(OPMALIMH.
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VYnopasnenne cucreMoil obOecnedyeHus Oe3zonacHocth uHGopmamuu B AC
NPEJCTaBIsIeT CO0O IleNleHAaNnpaBICHHOE BO3ACHCTBHE HA KOMIIOHEHTBI CHUCTEMBI
oOecrniedeHnsi 6€30MaCHOCTH, C IENbI0 JOCTIKEHHS TpeOyeMbIX MOKazaTeiaeii 1 HOpM
3alUIIEHHOCTH UupKynupyomeir B AC wuHpOpMamuu B YCIOBUSX peaTu3aliu
OCHOBHBIX YIp03 0€30MaCHOCTH.

['maBHO#l  1enbl0  yOpaBieHUS CUCTEMOW  oOecrnedeHus: 0e30MacHOCTH
uHGOPMAITUH SBISIETCS MOBBIIICHNE HAICKHOCTH 3aIUTHI HH(OpPMAIIHH B TTpOLIecce e
00paboTKU, XpaHEHUS U MEepeIayuu.

VYnpasnenue cuctemMoil obecnedeHusi 6€30MacHOCTH MH(OPMAIUU pean3yeTcs
CIEUAJIM3UPOBAHHON  TIOJACUCTEMOW  yIpaBlEHHUS, MPEACTABISIOMIEH  coOoit
COBOKYITHOCTh OPTaHOB YIPABICHUS, TEXHUIECKIUX W IPOTPAMMHBIX CPEJICTB, a TAKKe
OpPTraHU3AIMOHHBIX MEPOTIPUATHH.

OyHKIUAMHA ~ TOACHCTEMBbI  YNpaBICHUS  SBISIIOTCS:  WHGOpPMAIMOHHAS,
YIPaBJISIIOIIAS U BCIIOMOTaTebHasl.

OyHKIMKM ~ opraHa ympaBieHHWss WHPOPMAIMOHHONW  OE€30MacHOCThIO B
OpraHu3aiuy Bo3jiaraetcs Ha JenapTaMeHT HH()OPMAaIMOHHBIX TEXHOIOTHH.

KonTponb 3pexkTHBHOCTH CHUCTEMBI 3aIIUTHI HHPOPMAIIMH OCYIIECTBISCTCS
C IIEJIbIO CBOCBPEMEHHOTO BBISIBJICHHS U IPEIOTBPAICHHSI yTEUKH HHPOPMAIIHH 32 CUET
HECAHKI[MOHUPOBAHHOTO JOCTyNa K HEW, a TakkKe MNPEeAyNpPex JACHUS BO3MOXKHBIX
CHCIMATbHBIX BO3JCHCTBHIA, HANpPABICHHBIX HA YHHYTOXKEHUE HWH(OpPMAIIUH,
pa3pylIeHHe CpeiCTB HHPOPMaTH3ALUH.

Onenka  >(Q¢exkTuBHOCTH  Mep  3alUThl  HMH(OpPMAaLMKU  MPOBOAUTCA
C MHCIIOJIb30BAHMEM OpTraHM3AllMOHHBIX, TEXHUYECKMX U IPOTrPaMMHBIX CpEACTB
KOHTPOJISL HA IPEIMET COOTBETCTBUS YCTAHOBJIIEHHBIM TPEOOBAaHUSIM.

OOKYMEHT NOANUCAH
ANEKTPOHHOW NOANUCHID
Ceptucpukar:  02E3F69FO00E0B31A864BD6E5039A83F5CES
Brapeneu: OUMOEB MUXAMIN KOHCTAHTUHOBMY, OO0 "AHAINCKOE
B3MOPLE", QUPEKTOP

[Oeiicteutenen: ¢ 28.01.2026 no 28.04.2027



23

8. HoanTnka OpraHu3anvy B OTHOIIEHNH 00Pa00TKH NMePCOHATBHBIX JaHHBIX

B aBTOMaTHM3MPOBAHHBIX CUCTEMAX CTPYKTYPHBIX NoApazaeneHnii Opranuzanuu
HUPKYJIUPYIOT CICAYIONIME KATErOPUU NMEPCOHAIBHBIX TAHHBIX:

MIEPCOHAJIBHBIE JTAHHBIE, OTHECEHHBIE B COOTBETCTBUU ¢ DeaepaabHbIM 3aKOHOM
«O mepCcoHaNbHBIX JAHHBIX» K OMOMETPUUECKUM MEPCOHATLHBIM JaHHBIM;

NepCcOHaNbHBIE  JaHHBIE,  KOTOpble  HE  MOTyT  OBITb  OTHECEHBI
K CHEIUaIbHBIM KATETOPUSM TMEPCOHAIBHBIX JAaHHBIX, K OHOMETPUUYECKUM
MEePCOHATBHBIM JAaHHBIM, K OOIIEIOCTYNHBIM WU OOE3IMYEHHBIM MEPCOHATBHBIM
JTAHHBIM (MHBIE TIEPCOHAIBHBIC TaHHBIC);

MEPCOHAJIbHBIE JJAHHBIE, OTHECEHHBIE B COOTBETCTBUU ¢ DenepaibHbIM 3aKOHOM
«O mepcoHaNbHBIX JTAHHBIX» K OOIIEJOCTYIMHBIM WU 00C3TMYEHHBIM MEPCOHATBHBIM
JTAHHBIM.

O06BbeM M coaepkaHUE MEPCOHANIBHBIX JIAHHBIX, a TAaKXKe TMepedyeHb JICUCTBUU
U crnocoObl  00paOOTKHM  TEPCOHAIBHBIX  OMPENENEHBl W OCYIIECTBIISIOTCS
B COOTBETCTBHH C TpeOOBaHUSIMHU 3aKOHOIaTenbCcTBa Poccutickoit deneparum.

O6paboTka TMEpCOHANBHBIX JAHHBIX B  CTPYKTYPHBIX TOAPA3EICHUIX
OpraHuzanv  OCYIIECTBJISIETCS HEAaBTOMATHU3UPOBAHHBIM, aBTOMATU3UPOBAHHBIM
U CMEIIIaHHBIM CTIOCO00M 00pabOTKH.

[TepconanbHble MaHHBIC, KaK PAaOOTHUKOB, TaK U KOHTPAreHTOB, IMOJTYYarOTCs
HEMOCPEJCTBEHHO OT CYOBEKTOB IMEPCOHANBHBIX  JIAHHBIX, Ha OCHOBaHUU
UX MMUCbMEHHOTO COTJIACHS.

Ha odumumansHom caiite OpraHuzanuu, NpU TOCEIIEHUH pa3[eoB caifta
MOJIb30BATEIISIMU C LIETHI0 O3HAKOMIICHHS C pa3MeIeHHOM TaM nH(opmatmei, oo s
OpOHUpPOBaHMsS YCIIYT, CPEACTBAMHU CaiiTa BENETCS aBTOMAaTUYECKas pPEerucTparus
TCXHUYECKOW HHGOpMAallMd B BHIC clenuaibHbIX (aiiaoB (COoKie), comeprkarmmx
CBEJICHHSI O TEXHUYECKOM YCTPOWCTBE IOJIb30BATENSl, MOJIKIIOYUBIIETOCS K CalTy
Y UCTOPHUU €TO ICHCTBUI Ha CalTe.

IIpy wucnonb30BaHUM KOHTpareHTamu (MOJy4yaTelasIMA YCIYr pa3MElIeHUs
Wi BpeMeHHoro mnpeOpiBaHusi) pecypcoB I'MMC «MHTepHeT» Yepe3 aBTOpH3ALUIO
B OecnipoBogHOM cetn OpraHu3zalvu, CpeJACcTBaMU TEXHUYECKUX YCTPOMCTB CETEBOM
MaplIpyTH3aIMU BEIETCS aBTOMAaTUUYECKasi perucTparus nHGOpMaIiK B BUJIE 3aITUCE
0a3bl JTaHHBIX CHUCTEMBl aABTOPH3AIlMU, KOTOpPHIE colepkaT HHQPOPMAIUIO
O TEXHUYECKOM YCTPOMCTBE TIOJIb30BaTeNsE OECIpPOBOMHON CETH U UCTOPUU
€ro JIeMCTBUM.

ABTOMaTHM3MpOBaHHAss o00pabOTKa ¥ XpaHEHHE TEPCOHAIBHBIX JAHHBIX
ocyuiecTBiseTcss B 0azax nanHbix 1 AC, pa3melieHHbIX Ha TeppuTopun Poccuiickoit
denepanum.

[lepconanbpHble AaHHBIE, KaK paOOTHHUKOB OpraHu3aluy, TaK U KOHTPAreHTOB
00pabaThIBAlOTCA HUCKIIOYHUTEIBHO B IEIIX oOecrnedeHus OHW3HEC-MpoIecCcoB
Opranuzanuu 1 He NOAJIeKaT TPAHCTPAaHUYHOM niepeaaye.

CyOBeKTbl IepCOHATBHBIX TAHHBIX UMEIOT MPaBOo:
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Ha TMOJy4deHue MojaHoN uHbopmauuu 00 oOpabarbiBaeMbix B OpraHuzanuu
WX MIEPCOHANIBHBIX JaHHBIX;

Ha JI0CTyn K 00padaTbiBaeMbiM B Opranu3aii CBOUM MEPCOHATBHBIM JJAHHBIM,
BKJIIOYAs MOJTYyYECHUE KOTTUN JOKYMEHTOB;

HAa YTOYHEHHE CBOUX [IEPCOHAJBHBIX JaHHBIX, a NpPU HEOOXOAUMOCTH,
UX OJOKMpPOBAHME WM YHUUTOXEHHUE, B CIydasX, ONMPeIeIEHHBIX 3aKOHOATEIbCTBOM
Poccuiickoit @enepaunu;

Ha OT3bIB COIJIacus Ha 00pabOTKY CBOMX NEPCOHAIBHBIX JaHHBIX.

Bce nelictBus no o0ecreyeHuIo mpaB B OTHOIIEHUH 00paOOTKU MEPCOHATBHBIX
JAHHBIX  BBITIOJHSIOTCST HA OCHOBAaHUM IHCBMEHHOTO oOOpalieHus CcyObeKTa
NEePCOHANBHBIX JJAHHBIX K PYKOBOACTBY OpraHuzaiuu.

[lo nmoctmwxenuto ueneil oOpabOTkM B MHPOPMALMOHHBIX CHUCTEMax M TpU
OTCYTCTBUM HEOOXOJWMOCTH JaJdbHEUINEro XpaHEHWs, TMEPCOHAJIbHBIC JaHHbBIE
YHUYTOXKAIOTCA (00€37TMUMBAIOTCS) B TOPSIIKE, OMPENICICHHOM B 3aKOHOJATEIHCTBE
Poccuiickoit deaeparuu ¢ coOIIOACHUEM YCTAaHOBIEHHBIX CPOKOB.

[lepenaua mnepcOHANBHBIX JaHHBIX TPETbeMY JHUIly, TPH HEOOXOJAMMOCTH,
OCYIIECTBIIIETCS Ha ocHOoBaHUM DenepanbHOro 3aKkoHa «O NMEPCOHAIBHBIX JAHHBIX)
WIM C coryiacusi CyObeKTa MepCOHANIBHBIX JaHHBIX, O(OPMIIEHHOTO YCTAaHOBJIECHHBIM
TIOPSITKOM.

TpebGoBanusi 1o oOecreyeHUI0 OE€30MacCHOCTH MEePCOHATBHBIX JaHHBIX
B UCII[IlH peanu3yroTCs KOMIUIEKCOM OPTraHU3allMOHHBIX, TEXHOJOTMYECKHUX,
TEXHUYECKUX U MPOTPAMMHBIX MEp, CPEJICTB U MEXAaHU3MOB 3aIIUTHl HH(POPMALIUH.

Bce wundopmarnmonnsie akTtuBbl, npuHamiaexane HWCIIIH, 3amumarorcs
OT BO3JIEUCTBHI BPEIOHOCHOTO MPOTPAMMHOI0 O0ECIICUECHHUS.

PaGoTHMKHM, HEMOCPENCTBEHHO OCYIIECTBISIONME 00pabOTKYy MEPCOHATBHBIX
nanabix B MCIIJIH, 00s3aHBI ACHCTBOBATH B COOTBETCTBHHM C YCTAHOBJICHHBIM
MOPSIIKOM U COOJTFOIaTh TpeOOBaHUs TOKYMEHTOB 1o oOectieuenuro Ub.

[Tonw3oBatemsim MCII/IH 1 paGoTHUKAaM (B T.4. IPHUBJICUCHHBIM CIICIIMAIUCTAM ),
ocymiecTBisronuM oocinyxkuBanue u noaaepxxky UCIIIu, SAIIPEIIEHO:

UCIIONIb30BaTh W 00pabaThiBaTh TMEPCOHANbHBIE JaHHBIE BHE PaMOK,
YCTaHOBIICHHBIX IEISIMU 00pabOTKH, OO C MPEBBIIMICHUEM Pa3pelIeHHOTO 00bema
uHbopmaImm, 1100 ¢ MPEBBIIMICHUEM yYCTAHOBJIEHHBIX MOJHOMOYUN U TPaB JOCTYyIa
k UCII/H;

BHOCUTH HECAHKIIMOHUPOBAHHBIE UBMEHEHUSI B CTPYKTYPY M COCTAaB TEXHUYECKHUX
cpeactB u mporpammHoro obGecrneuenuss MCIIIH, B ToM uYunciae NOAKIIOYATH K
TEXHUYECKUM cpencTBam NCII/H, HEPa3PELICHHBIC
JUISL  WCHOJIb30BAaHUSI  BHEIIHUE MOOWIIBHBIE YCTPOWCTBA M OTUYXKIAEMbIE
3allOMUHAIOIINE YCTPOICTBA, BHE 3aBUCUMOCTH OT LE€JIed U MPOJOJIKUTEIBHOCTH
Nepuoia BPEMEHU;

OTKJIFOYATh WJIM BHOCUTH M3MEHEHUS B HACTPOUKH CPEJICTB 3aIIUTHl HHPOpMAITUH
NCIIdx;
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OCYIIECTBJISTh  HECAHKIMOHHpPOBAaHHOE W  (WJIM)  HEPETUCTPUPYEMOE
(OeCKOHTPOJIBHOE) KOMMPOBAHUE MEPCOHAIBHBIX JTAHHBIX.

KonTtpone oOecneuenus 0e€30MacHOCTH HMHQOpPMALMK MPH HCHOJIb30BAHUU
UCIIJH ocymecTBasieTcss paOOTHUKaMU OTAena WH(OPMAIMOHHONW O€30MacHOCTH
JemapTaMeHTa MH(POPMAIIMOHHBIX TEXHOJOTHH, KaK C MOMOIIBIO IITATHBIX CPEACTB
CHCTEMBI 3alIUThl HHPOPMAIINH, TaK U C MOMOIIBIO CHEIHAIBHBIX CPEACTB KOHTPOJIS
¥ TEXHOJIOTUYECKOTO MOHUTOPHHTA.
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9. OTBeTCTBEHHOCTH 32 HAPYLIEeHNUs B 00J1acTH HH(pOPMALIMOHHOM 0€301IaCHOCTH

PaGotnuku Opranuzanuv JOJDKHBI  BBIMIOJHSTH TpeOOBaHMS U IpaBUiia
nH(pOpMaIMOHHON 0e30MacHOCTU pH padoTe ¢ HHpopManuen u HHHOPMAITMOHHBIMU
aKTHBaMHU.

TpeboBanuss  HOPMATUBHBIX  JOKYMEHTOB U  HpaBuwia  obOecrneueHus
uH(pOpMAIIMOHHONW  O€30MacHOCTH  00si3aTelabHbl 1 BBIIOJHEHHUS  BCEMU
0e3 wuckioueHus pabotHukamu — OpraHu3aldd M JIOJDKHBI  YYUTHIBaThCS
BO B3aUMOOTHOIIECHUSIX C KOHTpareHTaMM W  TPEACTABUTEISIMU  CTPYKTYD,
B3aMMOJIeCTBYIOIMX ¢ OpraHu3amuei.

PykoBoactBo OpranHuzanuu BoO3j1araeT OTBETCTBEHHOCTh Ha PYKOBOAMUTENECH
CTPYKTYPHBIX MOJpa3eIeHH:

3a OpraHU3alMIO TMOBCEJHEBHOM NESITENbHOCTH W BBIJIEJIEHUE HEOOXOAMMBIX
pecypcoB aiisi obOecrnieueHus WH(DOPMAMOHHOW O€30MacHOCTH KaK HEOThEMJIEMOM
COCTaBIIAIOIIEH OM3HEC-TIPOIECCOB;

3a obOecrieueHrEe BBHIMOJHEHUS MOJYMHEHHBIMU PAOOTHUKAMHU YCTAHOBJIEHHBIX
TpeOoBaHU 0€30MaCHOCTH TMEPCOHANBHBIX JaHHBIX Tpu ux obpadorke B MCII/IH
Ha pabounx MecTax;

32 CBOEBPEMEHHYIO UACHTU(DHUKAIINIO 3HAYMMBIX HHPOPMAIIMOHHBIX aKTUBOB,;

3a MpeabABICHUE YCTAHOBICHHBIX TPEOOBAHUI HHPOPMALIMOHHOM 6€30MaCHOCTH
K pabotHukam OpraHu3aluy ¥ KOHTPAareHTaM, HCIOIb3YIOUUM HH(OpMAIMOHHbBIE
akThBbl Opranu3anny, 1 KOHTPOJIb 3@ UX BBIIIOJHEHHEM.

[Tpu ucnonnzoBanuu ['NMC «HTEepHeT», mpH OOLIEHUU B COLMAIBHBIX CETIX
U MECCEH/KEpax, MCIOJb30BAaHUM DJIEKTPOHHOM  TOYTHI, JPYTHX CPEICTB
TEJIEKOMMYHHUKAIIMA U MOOWJIBHBIX TEXHHUYECKUX CpPEJCTB paboTHHKaM OpraHuzanuu
PEKOMEHyeTCs POSIBISATh OCMOTPUTEIBHOCTh U CAEPKAHHOCTH, YTOOBI HE JIOMYCKATh
PUCKOB JIMYHON O€30MacCHOCTH, a Takke u30eratb HENpeIHAMEPEHHON YTEUKU
cimyxe0Hoi nHpopMaIuu.

I[To xaxaoMy cepbe3HOMY HapyIIeHHIO TpeOoBaHMK WHGOPMAIMOHHON
Oe3omacHoCTH  (MHIOUACHTY HWHGOPMAIlMOHHONW  0€30MacHOCTH), JOIMYIICHHOMY
pabOTHUKAMH  CTPYKTYpPHBIX  mojapasneneHuit  OpraHuzanud, pPyKOBOJICTBOM
OpraHuzanuu WHUIUUPYETCS pPa3ouparenscTBO. K  BUHOBHBIM B HapyIIEHUAX
HEOOXOIMMO TIPUMEHATHh aJCKBATHBIE MEPhI BO3ACHCTBUA. Mepa OTBETCTBEHHOCTH
pabOTHUKOB 3a JEHCTBHUS, COBEpIICHHBIE B HAPYIICHHUE YCTAHOBJICHHBIX MPABUII
MH(POPMAIIMOHHON 0€30MacCHOCTH, OIpPENessieTCs HaHEeCEHHBIM YIIEpOOM, HaIHMuueM
3]I0TO YMBICTIA B IPYTUMHU (paKTOpamu.

Kaxnprit  paborauk  OpraHuzanuu, JOMYIICHHBIA K  HCIIOJIB30BAaHUIO
WHOOPMAITMOHHBIX  aKTHUBOB, 3a HECOONIOZieHWEe (HapylieHue) TpeOoBaHUU
nH(OPMAITMOHHONW 0€30MacCHOCTH HECET IUCHUILTMHAPHYIO, TPakIaHCKO-TIPABOBYIO,
aIMUHHUCTPATUBHYIO U YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBHUHM C JI€HUCTBYIOIIUM
3aKkOHOJaTebcTBOM Poccuniickont denepannu.
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KontparenTs, IIPEACTABUTEIN CTPYKTYD, B3aUMOJEHCTBYIOIIUX
¢ Opranuzanueil Mo pa3iMYHbIM HaNpaBICHUSIM, UCHOJB3YIOIINE WH(DOPMAIUOHHBIE
akTuBbl Opra"uzanuu, a TakXke MNpenocTaBieHHyl0 Opranuzaiueid uHPOpMAIUIO,
HECYT OTBETCTBEHHOCTb B COOTBETCTBUM C JOTOBOPHBIMH  OTHOLICHMSIMHU,
3akmoueHHbBIME ¢ OOO  «AHamnckoe B3MOpbE», a TaKkKe MPUMEHHUMBIM
3aKOHOATEIBCTBOM.
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